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Connecting to and Managing RAMP

Tessitura's Remote Access Managed Plan (RAMP) service deploys Tessitura via the

cloud. This document details how to connect to your RAMP instance, how to use the
Tessitura Self Service Tool for managing RAMP logins, and how to configure mobile

RAMP tokens.

Downloading Citrix Receiver

The first time you connect to RAMP from a particular workstation, Citrix Receiver will
need to be downloaded and installed. The installation steps vary slight depending on
which internet browser you use.

1. Open anew Chrome browser window or tab and navigate to
naramp.tessituranetwork.com for licensees housed in the North American
region, euramp.tessituranetwork.com for licensees housed in the European
region, or apramp.tessituranetwork.com for licensees housed in the Asia Pacific
region.

Login to RAMP- North America

Login Name

Password

6 Digit Code From Token

tessitura

B | accept the Terms & Conditions

Log On

Lost Password or Locked Session

RAMP PCI Compliant Terms of Use

By logging in to RAMP, you agree to the following terms:

1 will not share logins nor disclose the password for my unique network account.

All users must comply with the Payment Card Industry Data Security Standards and follow all PCI Standards.
1 will not use vendor-supplied defaults for system passwords.

It is prohibited to store complete payment card numbers on personal computers at any time.

This computer system is private and may be accessed only by authorized users. Data and programs in this system are
confidential and proprietary to the authorized system owner and may not be accessed without authorization. Individuals
using this computer system without authority, or in excess of their authority, are subject to having all of their activities on
this system monitored and recorded by system personnel. Anyone using this system expressly consents to such monitoring
and is advised that if such monitoring reveals possible criminal activity, system personnel may provide the evidence of such
monitoring to law enforcement officials.

2. Login using your RAMP user name, password, and token.
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Note: Do not allow the browser to save your RAMP login information, as this the login
information will not be saved properly and will cause your login to be locked.

3. Upon successfully logging in, you will be prompted to download and install

Citrix Receiver.

CiTRIX

Receiver

4. Click Detect Receiver

CiTRIX

Receiver

Welcome to Citrix Receiver

For the best experience, use the full set of features bundled with Citrix Receiver
for Windows. Click Detect Receiver to get started.

Detect Receiver

If you do not want to detect/install Citrix Receiver you can use the light version,
with fewer features, in your browser.

Just a moment, we're detecting if Citrix Receiver is already
installed.

If Citrix Receiver is detected, you will see a window in a few seconds. Please
choose Launch Application.

If no window appears, proceed to download.

M | agree with the

Download
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Check the license agreement box, click Download, and then run the installation
file when the download is complete.

When the installer opens, click Start, check the license agreement box, and then
click Next.

Choose whether or not to participate in the Citrix Customer Experience Improve-
ment Program then click Install.

When the installation is complete, click Finishand then in your browser window
click Continue.

When Chrome asks permission to run the application, check Remember my
choice...box and then click Launch Application.

The browser will return to the Citrix Receiver detection screen. Click Already
Installed to complete your connection to RAMP and be taken to your list of
applications.

tessitura I

Apps
All (4)

& 4 @ t

FileSaver - LIVE FileSaver - TEST Tessitura - LIVE Tessitura - TEST

The first time you launch an application an ica file will download. Right-click on
the file and click Always open files of this type so that the next time you click to
open an application it will open as usual. When the application opens you may
also be prompted that the application is attempting access your computer; click
Permit Use and then log in to the application as usual.

Open a new Chrome browser window or tab and navigate to
naramp.tessituranetwork.com for licensees housed in the North American
region or euramp.tessituranetwork.com for licensees housed in the European
region, or apramp.tessituranetwork.com for licensees housed in the Asia Pacific
region.

3 of 32


http://naramp.tessituranetwork.com/
http://euramp.tessituranetwork.com/
http://apramp.tessituranetwork.com/

_

Connecting to and Managing RAMP tESSItUFa

NETWORK

Login to RAMP- North America

Login Name

Password

6 Digit Code From Token

tessitura

B | accept the Terms & Conditions

Log On

Lost Password or Locked Session

RAMP PCI Compliant Terms of Use

By logging in to RAMP, you agree to the following terms:

1 will not share logins nor disclose the password for my unique network account.

All users must comply with the Payment Card Industry Data Security Standards and follow all PCI Standards.
1 will not use vendor-supplied defaults for system passwords.

It is prohibited to store complete payment card numbers on personal computers at any time.

This computer system is private and may be accessed only by authorized users. Data and programs in this system are
confidential and proprietary to the authorized system owner and may not be accessed without authorization. Individuals
using this computer system without authority, or in excess of their authority, are subject to having all of their activities on
this system monitored and recorded by system personnel. Anyone using this system expressly consents to such monitoring
and is advised that if such monitoring reveals possible criminal activity, system personnel may provide the evidence of such
monitoring to law enforcement officials.

2. Log in using your RAMP user name, password, and token.

Note: Do not allow the browser to save your RAMP login information, as this the login
information will not be saved properly and will cause your login to be locked.

3. Upon successfully logging in, you will be taken to a list of your available
applications. If prompted to allow the site to open pop-ups, click OK and Always
Allow. Before attempting to launch any of the listed applications, you must
manually download Receiver.

4. Click on the arrow next to your user name then select Download Citrix Receiver.

5. Check the license agreement box, click Download, and then run the installation
file when the download is complete.

6. When prompted, click Run to run the installer file.

7. When the installer opens, click Start, check the license agreement box, and then
click Next.

8. Choose whether or not to participate in the Citrix Customer Experience Improve-
ment Program then click Install.

9. When the installation is complete, click Finish.
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When the installer window closes, click the arrow next to your user name and
select Change Citrix Receiver.

On the next page, click Use full version and then you will be returned to your list
of applications.

tessitura I

Apps
All (4)

¥ 4 @O t

FileSaver - LIVE FileSaver - TEST Tessitura - LIVE Tessitura - TEST

The first time you launch an application an ica file will download. Once the
download is complete, click Open Folder to go to the file location, then right-
click on the .ica file and select Open with.

Citrix Connection Manager should be selected as default program, check Always
use this app to open .icafiles, and then click OK.

When the application opens you may also be prompted that the application is
attempting access your computer; click Permit Use and then log in to the
application as usual.

Logging In to RAMP

To log in to RAMP:

1.

Open a browser window or tab and navigate to naramp.tessituranetwork.com
for licensees housed in the North American region,
euramp.tessituranetwork.com for licensees housed in the European region, or
apramp.tessituranetwork.com for licensees housed in the Asia Pacific region.
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Login to RAMP- North America

Login Name

Password

6 Digit Code From Token

tessitura

B | accept the Terms & Conditions

Log On

Lost Password or Locked Session

RAMP PCI Compliant Terms of Use

By logging in to RAMP, you agree to the following terms:

1 will not share logins nor disclose the password for my unique network account.

All users must comply with the Payment Card Industry Data Security Standards and follow all PCI Standards.
1 will not use vendor-supplied defaults for system passwords.

It is prohibited to store complete payment card numbers on personal computers at any time.

This computer system is private and may be accessed only by authorized users. Data and programs in this system are
confidential and proprietary to the authorized system owner and may not be accessed without authorization. Individuals
using this computer system without authority, or in excess of their authority, are subject to having all of their activities on
this system monitored and recorded by system personnel. Anyone using this system expressly consents to such monitoring
and is advised that if such monitoring reveals possible criminal activity, system personnel may provide the evidence of such
monitoring to law enforcement officials.

2. Enter your RAMP login name and password.

3. Generate a one-time password (OTP) on your physical or mobile token then
enter the code into the 6 Digit Code From Token field.

4. Check the box to accept the terms and conditions and click Log On.

Note: If you have not connected to RAMP on a particular workstation before you will
be prompted to download Citrix Receiver upon successful log in.

Note: If your password has expired, you will be prompted to enter a new password
after successfully entering your current password.

Note: If you enter an incorrect password or token code, you will need to reenter all
three fields after the failed login attempt.

5. If your credentials are valid you will be connected to RAMP and taken to your
list of applications.
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FileSaver - LIVE FileSaver - TEST Tessitura - LIVE Tessitura - TEST

FileSaver

The FileSaver application is used to download files from RAMP to your local
computer.

Note: Users with rights to upload files to the RAMP server will have access to the FileMover
application instead of the FileSaver application.

You will have two versions of the application, one for your Live system (mapped to
the L drive) and one for the Test system (mapped to the T drive)

| o

FileSaver - LIVE FileSaver - TEST

When you open the application it will display shortcuts to the Documentation and
Impftp folders on either the L (Live) drive or T (Test) drive:

File Saver sl
I.i] Derwmilgad Preaous Folder X Delete ‘T‘ View Style |.?+ Help
Hame See  Last Modfied Date
A1 Documentation ink 2 4260016 120000 AM
(#: Imgdtes ke 1 4262016 12:00:00 AM
%, Thumba db 58 42672016 12:00:00 AM

The Impftp folder is where extraction output is saved when extracting to a file from
Tessitura, and is the most common location from which you will be downloading files.
The Documentation folder is used to hold local documentation your organization has
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included in the Tessitura Help System and is a less common location from which to
download files.

Note: The Thumbs.db file is a FileSaver configuration file.

To download a file:
1. Navigate to the desired file using the FileSaver links.

2. Select the file, and then click the Download button. The Windows Select File win-
dow opens.

3. Navigate to the location where you want save the downloaded file and click
Save.

Note: To navigate to your local computer, select the Local Disk option in the file tree.
All other locations in the file tree are on the RAMP servers.

FileMover

The FileMover application is used to upload and download files to and from RAMP to
your local computer.

Note: Users without rights to upload files to the RAMP server will have access to the
FileSaver application instead of the FileMover application.

You will have two versions of the application, one for your Live system (mapped to
the L drive) and one for the Test system (mapped to the T drive).

*ch é‘ﬂ
FileMower - LIVE FileMover - TEST

When you open the application it will display shortcuts to the Documentation, Impftp,
and User Reports folders on either the L (Live) drive or T (Test) drive. The Impftp
folder is where extraction output is saved when extracting to a file from Tessitura, and
is also the location where the files for the various import utilities are placed. The
Documentation folder is used to hold local documentation your organization has
included in the Tessitura Help System. You may also have shortcuts to your email
templates folder, your PAH templates folder, and your PAH logs.
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b File Mover

IiIDDWMDEd IJ:JUpload Previous Folder XDelete E‘u‘iewStyle

METWORK

Refresh IZ! Help

@i C
E‘L‘Emal emplates -
2]} Impftp Ink

%] Thumbs.db

[EE X Drive Ink

I YALE Live Email Templates Ink

Size Last Modified Date

2 4/26/2016 12:00.00 AM
1 5/17/2016 12-:00:00 AM
1 4/26/2016 12:00:00 AM
7 4/26/2016 12:00:00 AM
0 7/6/2016 12:00:00 AM
1 5/24/2016 12:00:00 AM

&

Note: The Thumbs.db file is a FileMover configuration file.

To download a file:

1. Navigate to the desired file using the FileMover links,

2. Select the file, and then click the Download button. The Windows Select File win-

dow opens.

3. Navigate to the location where you want save the downloaded file and click

Save.

Note: To navigate to your local computer, select the Local Disk option in the file tree.
All other locations in the file tree are on the RAMP servers.

To upload afile:

1. Navigate to the folder where you want to place the uploaded file using the
FileMover links. Do not begin the upload from the home of the FileMover applic-

ation.

2. Click the Upload button. The Windows Select File Window opens.

3. Navigate to the location of the file you are uploading, select the file, and click

Upload.

Note: To navigate to your local computer, select the Local Disk option in the file tree.
All other locations in the file tree are on the RAMP servers.
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Tessitura Self-Service Tool

The Tessitura Self-Service Tool allows RAMP users to:
e« Change their passwords
o Synchronize their tokens
o End hung Citrix sessions
Additionally, users with security management rights can also:
o Send reset password links to RAMP users
o Assign and unassign RAMP user accounts
o Assign, unassign, and unlock tokens
o View their endpoint URLs and corresponding whitelisted IP addresses

To log in to the Tessitura Self-Service Tool:
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1. Go to https://selfservice.tessituranetworkramp.com.

tessitura

TESSITURA HOSTING SERVICES SELF-SERVICE

Welcome to the Tessitura Self-Service Tool

Detailed instructions for use can be found at [link TED]. LUgl n
Suggestions may be sent to rammp@tessituranstwork.com

USERNAME
If vou have guestions or need assistance, please contact us via
TASK.

PASSWORD

OME-TIME PASSWORD FROM TOKEN

FORGOT PASSWORD? SIGN IN

2. Enter your RAMP Username, Password, and One-Time Password generated
from your RAMP token, then click Sign In. If the entered login details are valid,
the Tessitura Self-Service Tool loads

t ACCOUNT MANAGE AN ORGANIZATION KSHEEHAN | LOGOUT

My Account

Account Information
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Regular users will have access to the Account page only. Users with
management rights will also have access to the Manage Organization section

Account Page

The Account page of the Tessitura Self-Service Tool displays information about the
current user's account, tokens, and Citrix sessions.

My Account

Account Information

User Name:

Customer Name:

Display Name:

Email Address:

Last Logon:

Last Password Set:

Last Bad Password
Attempt:

Account Locked:

Expiration Date:

ksheehan

Kevin Sheehan
ksheehan@tessituranetwork.com
2018-11-27 19:14:37
2018-11-27 16:58:53

2018-11-27 19:13:50

False

2019-02-25 16:58:53

The My Account section displays audit information about the current user’'s account.

Click the Change Password button opens the Change Password page:
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Change Password

Old Password
New Password
Confirm Password

oo |

Enter the current password in the Old Password field and a new password in the New
Password and Confirm Password fields. Click Change Password to save the change.

Tokens
Token Number Token Type
MobilelD/Event-Based 10000817
SafelD 10003220

The Tokens section lists all RAMP tokens that have been assigned to the current user
and holds the Sync Token button.

Citrix Sessions

Start Time Session State Receiver |P Address

11/27/2018 3:37:48 PM Active 74.215.165.245

The Citrix Sessions section lists all open Citrix sessions for the current user. Click the
End Session button to terminate a session. This can be used to resolve a "Cannot Start
App" error received when attempting to start Tessitura.
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Manage Organization

The Manage Organization section of the Tessitura Self-Service Tool is used to manage
your organization's RAMP user accounts and review the endpoint URLs and
whitelisted IP addresses for your organization.

Note: Only users with security management rights have access to this section.

ACCOUNT MANAGE GRAD - GRADUSER135 | LOGOUT

Administration for GRAD
Users
Here you can manage the organization's users.

Endpoint URLs and IP Whitelists

Here you can view endpoint URLs and whitclisted |P addresses for the organization

VIEW ORG™S USERS »

The Users page is used to assign and unassign RAMP user accounts, sync tokens, and
reset passwords.

The Endpoint URLs and IP Whitelists page is used to view your organization’s
endpoint URLs, including REST and SOAP API, Tessitura on the Go, and NScan. It will
also display the IP addresses currently whitelisted for these endpoints.

Users

The Users page is used to assign and unassign RAMP user accounts, manage tokens,
and reset passwords.
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t ACCOUNT MANAGE GRAD - | LocouT
GRAD Users
[¥] Export to Excel
User Name Customer Name Emall Tokens Locked
T Y T T

graduserl false m
GRADUser2 false m
GRADUser3 false m
GRADUser4 false m
GRADUser5 false m
GRADUseré false m
GRADUser7 false m
GRADUser8 false m
~RAR a0 P .

‘00000000

All RAMP user accounts for your organization are listed with the User Name,
Customer Name (the person to whom the account is assigned), Email (the email
address for the person to whom the account is assigned), Tokens (the ID numbers of
all tokens associated with the account), the Locked status (whether or not the account
has been locked). You can search for specific user accounts by typing in any of the
column header filter fields.

Click the Export to Excel button to download a list of all users and their tokens.

Click the Details button on an account row opens the User Details page for that
account, from which actions can be taken on the account.
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User Details

Account Information

User Name graduser130

Customer Name RAMP TESTING OK to Unassign
Display Name GRAD User 130

Email Address staceyvoigt@tessituranetwork.com
Last Logon 2017-02-06 18:27:19

Last Password Set 1%00-01-01 00:00:00

Last Bad Password Attempt 1200-01-01 00:00:00

Account Locked False

Reset Password At Next Logon True

The Account Information section displays audit information about the user account
and holds the Assign/Unassign button.

Tokens
Token Type Tolen Mumbser Toben Status
PaobileID/Event -Based 10000524 ACTIVE m m
s 3=

The Tokens section lists the tokens associated with the account. From here tokens can
be assigned, unassigned, and unlocked as well as re-synced.
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Send Email to Reset Password

If the user has forgotten their password, an email will be sent to the email address
associated to this user with a temporary link to reset their password, This link is

only valid for 15 minutes.
SEND EMAIL TO RESET PASSWORD

Clicking the Send Email to Reset Password button at the bottom of the page will send
a password reset link to the email address on file for the account that can be used to
reset the password.

When a user has exceeded the maximum number of incorrect log in attempts, their
account will be locked. The user can wait 20 minutes for the lock to clear, or may reset
their password to immediately clear the lock.

Assigning and Unassigning RAMP User Accounts

RAMP user accounts can be assigned to or unassigned from a person on the User
Details page for the account.

When a RAMP account is assigned, the account is granted basic RAMP access
(Tessitura Live, Tessitura Test, and FileSaver). To request additional access contact
support via a help ticket.

To assign an unassigned account:

1. Click the Assign button in the Account Information section. The Assign User
dialog opens:
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Assign User graduser130

Please enter the new user's name and email address, A valid email address is required.

NETWORK

Mewly assigned users will have basic account access including Tessitura Live, Test, and FileSaver. Additional access may be requested via TASK ticket.

MAME

EMAIL

oo [

2. Enter the Name of the person to whom the account is being assigned.
3. Enter the Email address of the person to whom the account is being assigned.

4. Click the Assign button. A success message is displayed when the assignment is
complete:

User Details

Success! Assigned user details and sent a password reset email to ramp@tessituranetwork.com

Account Infoermation

User Name graduser130

Customer Name Joe Smith

An email is sent to the person assigned to the account with a password reset
link.

Note: If you make a mistake when assigning a user, such as entering the email address
incorrectly, you may unassign and reassign again, or you may contact support via a help
ticket to request corrections.

If a person with RAMP access leaves your organization, you can unassign the RAMP

X
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user account that they used, making the account available for assignment to a new
person. When an account is unassigned, all non-standard access (such as SQL Server
Management Studio, T-Stats, and Infomaker) is removed from the account and it is
reset to basic access (Tessitura Live, Tessitura Test, and FileSaver).

To unassign an assigned account:

1. Click the Unassign button in the Account Information section. A confirmation
dialog opens:

Unassign graduser130

This operation removes the user's name from Active Directory and sets the
account back to basic new account settings.

This operation could take a while. Do not refresh the page.

2. Click OK to continue with the unassignment (the dialog will remain open while
the unassignment is processed) or Cancel to cancel. A success message is
displayed when the unassignment is complete:

Unassign

BACK

Resetting the Active Directory User Account

Success

Remaowe Citrix Desktop lcons

Success
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Assigning, Unassigning, and Unlocking Tokens

Tokens can be assigned, unassigned, and unlocked on the User Details page for the
account.

Tokens
Token Type Token Mumbser Token Status
MasbileID/Event -Based 10000524 ACTIVE m m
s 3 =N

A user account can have one physical token (SafelD) and one mobile token
(MobilelD) assigned.

Note: RAMP user accounts must be assigned to a person before tokens can be assigned to
the account.

If a token becomes locked an Unlock button is displayed; click the button to return the
status to Active.

Note: The physical token being assigned must be accessible in order to complete its
assignment to a user.

To assign a physical token to a user account:

1. Click the Assign button on the SafelD row. The Assign Token to User dialog
opens.
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Assign Token to User

TEBD

SERIAL MUMBER

Press your token button once and type in the & digit code

2. Enter the serial number printed on the back of the physical token into the Serial
Number field in the dialog.

Note: If the serial number sticker is no longer on the token, hold down the button on
the token for appropriately six seconds to display the serial number.

3. Press the button on the token and then enter the code generated into the OTP
field in the dialog.

4. Click Assign to save the assignment.
If the token is currently assigned to another user a warning message is

displayed.

Warning: Token will be unassigned from user user 100 and assigned to user13s. Please click assign again to

COMTIF

Click Assign again if you want to complete moving the assignment from one
user to the other.

To assign a mobile token to a user account:
1. Click the Assign button on the MobilelD row.

2. The token credential details are generated, and they are then displayed and
emailed to the email address on file for the user. The Serial Number and Seed
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Data values will need to be entered into the DeepNet MobilelD app on the user’s
mobile device.

Note: After the mobile token credentials are closed they cannot be retrieved again. If
they are lost before being entered into the DeepNet MobilelD app, you must unassign
and then reassign the MobilelD row for the user to generate new mobile token
credentials.

To unassign a token from a RAMP user account:

1. Click the Unassign button on the token's row. A confirmation dialog opens:

Unassign token 10000524 X

This operation will unassign the specified token. If this is a MobilelD it will be
permansntly removed.

This operation could take a while. Do not refresh the page.

3

2. Click Unassign to continue with the unassignment (the dialog will remain open
while the unassignment is processed) or Cancel to cancel. A success message is
displayed when the unassignment is complete.

URL Endpoints

The Endpoint URLs and IP Whitelists page is used to view your organization’s
endpoint URLs, including REST and SOAP API, Tessitura on the Go, and NScan. It will
also display the IP addresses currently whitelisted for these endpoints.

Note: This page is for reference only. Any changes must be requested by contacting
Support via a help ticket
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URL Endpoints

Tessitura API

Live REST API
Live SOAP API
Test REST API

Test SOAP API

Tessitura APl Whitelisted IP Addresses

NSCAN API
Live Nscan

Test Nscan

WordFly API

Live API

Tessitura on the Go
Live Tessitura on the Go

Test Tessitura on the Go

Sync Token

_
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Tokens can be re-synced using the Sync Token function on the Account or User

Details page.
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To sync a token:

1. Click the Sync Token button in the Tokens section. The Sync Token dialog opens:

ACCOUNT MAMAGE GRAD -

Sync Token For User graduser130

Befare syncing a token, confirm the serial number shown here matches the serial number on the physical token in the user’s possession.

SERIAL NUMBER

10043528

Press your token button once and type in the & digit code

OoTP1

Wait for the token to turn off, then press the button again
and type in the & digit code

OTP2

2. Confirm that the Serial Number displayed matches the serial number of the
token.

3. Generate a code on the token and enter it into the OTP1 field.

4. Wait for the token to turn off (physical) or code to expire (mobile) then generate
a new code and enter it into the OTP2 field.

5. Click Synchronize to complete the synchronization.

Note: If you receive a “failed to sync” message, open a help ticket. This is normally a
sign that the token has failed, but support can research further.
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Mobile RAMP Tokens

Mobile RAMP tokens use the DeepNet MobilelD app to generate the token codes
required for logging in to RAMP as part of two-factor authentication. The DeepNet
MobilelD app can be installed on both Android and iOS devices. Mobile tokens can be
used instead of or in conjunction with physical RAMP tokens.

Mobile tokens are assigned to users through the Tessitura Self-Service Tool.

Note: Mobile tokens should also be unassigned through the Tessitura Self-Service Tool
when an employee leaves your organization.

Can a user have both a mobile token and a physical token?
Yes, this is allowed.
Is there a cost associated with mobile tokens?

Our token licensing is based on users rather than tokens. Adding a mobile token to an
existing named user (example: ABCDUser10) will not incur a charge, as it’s occupying
an existing license. If you increase the number of named users (and thus the number
of licenses), each new named user will incur a charge for mobile token.

Likewise, the annual token maintenance fee will still apply on a per-named-user basis
for extra users beyond concurrent user limit.

What happens when an employee leaves?

When an employee leaves, you should unassign their mobile token through the
Tessitura Self-Service Tool.

Can | move my token from one device to another?

No, mobile tokens cannot be transferred from one device to another. If you have
recently changed devices, please reach out to your local administrator to receive a
new mobile token assignment or open a help ticket to request new token details.

Can | use my mobile token on multiple devices at once?

While it is possible to successfully install your mobile token on more than one device,
you will receive errors when logging in if using the same token on multiple devices.

Can |l install my MobilelD on a PC rather than a mobile device?

Yes, however this can lead to complications if a PC is used by more than one user, and
is not recommended. Likewise, since a user has only one mobile ID, they will not be
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able to “carry” it from PC to PC without potential issues such as the token becoming
out of sync.

Can we opt out of using mobile tokens for some of our users?
Yes, simply do not assign a mobile token to their accounts.
What should we do with our old/unused physical tokens?

Our recommendation is to keep them as spares for any users who may still be
assigned to physical tokens. If this is not applicable, you may recycle them through
any electronic recycling program.

Mobile Token Installation for iOS

To install and configure a mobile token on an iOS device:

1. Gotothe App Store and find and install the DeepNet MobilelD app:

ull Verizon ¥ 4:45 PM ¥ @ 55% (W )
£ Search

DeepNet MobilelD
(OOBA)

@ Deepnet Security
P -

4+

Note: Each set of MobilelD credentials can be installed on one device. For this
reason, we recommend installing on a mobile phone rather than on a PC, particularly
for staff who often work at multiple workstations.

2. Launch MobilelD on the device and press Add Token.
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ull Verizon ¥ 1:53 PM 0 65% W )

= No token ~ Menu

dee]cmetg

SECURITY

One Time Password

[ Add Token j

3. Select Manual Entry from the menu.

w!l Verizon & 1:54 PM @ 65% )

— No token ~ Menu

dee]csmetg

ECURITY

One Time Password

Manual Entry Download

( Add Token j

The token details open:

_

tessitura

NETWORK
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ull Verizon = 1:54 PM @ 65% @ )

< Back Manual Entry Save

In the Name field enter a name used to identify the token on the device. Any
name can be used.

In the Serial Number field enter the serial number generated when assigning the
token in the Tessitura Self-Service Tool.

In the Seed Data field enter the seed value generated when assigning the token
in the Tessitura Self-Service Tool.

Press Save to save the token details.

You can optionally set a PIN to secure your MobilelD app.

Warning: If you set a PIN and forget it, Tessitura Support is not able to recover it for you.

To set up a PIN:

1.

2
3
4.
5

Open the top left app menu and select Settings.

. Select PIN Setting.

. Press the Enable PIN switch.

Enter a PIN in the New PIN field and renter the PIN in the Confirm PIN field.

. Press Save to save the changes.

Mobile Token Installation for Android

To install and configure a mobile token for an Android device:
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1. Go tothe Google Play store and find and install the DeepNet MobilelD app:

£ ™4 75% @ 10:52 AM

£  deepnet

ret MobilelD

maobileid

Note: Each set of MobilelD credentials can be installed on one device. For this
reason, we recommend installing on a mobile phone rather than on a PC, particularly
for staff who often work at multiple workstations.

2. Launch MobilelD on the device and press Add Token.

B Rl 73% @ 11:43 AM

Menu

dee]csmetg

ECURIITYY

One Time Password

Add Token

3. Select Manual Entry from the menu.
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3 ®.473% @ 11:43 AM

Add Token

Manual Entry

Download

Scan

The token details open:

3 2.4 73% @ 11:44 AM

Add Token

“ NARAMP|

Serial Number:

Seed Data:

OCRA Suite (Optional):

Save Clear Cancel

4. In the Name field enter a name used to identify the token on the device. Any
name can be used.

5. In the Serial Number field enter the serial number generated when assigning the
token in the Tessitura Self-Service Tool.
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6. Inthe Seed Data field enter the seed value generated when assigning the token
in the Tessitura Self-Service Tool.

7. Press Save to save the token details.

You can optionally set a PIN to secure your MobilelD app.

Warning: If you set a PIN and forget it, Tessitura Support is not able to recover it for you.

To set up a PIN:
1. Open the top left app menu and select Settings.
2. Select PIN Setting.
3. Press the Enable PIN switch.
4. Enter a PIN in the New PIN field and renter the PIN in the Confirm PIN field.

5. Press Save to save the changes.

Using Mobile Tokens
To generate a token code for logging in to RAMP:

1. Open the MobilelD app on your mobile device. If a PIN has been enabled you
will be prompted to enter the PIN.

2. Press Generate Password to generate a token code.

c:leepnetg

ECURITY

One Time Password

Generate Password

3. The token code is displayed in the center of the screen.
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dee]:gnetg

ECWRITY

One Time Password

Hide Password

Enter the displayed code into the RAMP login page; the red circle is a
countdown timer that indicates how much time remains before the token code
expires.
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